ACTAHMHCKUN IKOHOMUYECKUU ®OPYM 2019
Cekuus 2. lNpoueccsl, TexHonorum, kagpbl. PyHaoameHT umdpoBon 6e3onacHoCTH

credaros Pyoran | PEKOMeHAyemas npoussogutenem ACY Tl Honeywell
16052019 1 npakTuKa Kubep3awmnTbl B NPOMbILLSIEHHOCTHU



HONEYWELL B KASAXCTAHE

OTKkpbITHE Odhuca
B Anmarthbl

1998

KnroueBble oTpacnu:

Odwmca: Anmartsil, « HedTerasoas, ropHopyaHasi, HedTeXUMUS
Atbipay, Hyp-CynTtaH

« 34aHud, CoOopyXeHusi, HppacTpyKTypa
Putewnn, nornctuka

YenoBek BusHecbl/genapTaMeHTbl:

* [lpomblwneHHaa aBTomaTndauymsa (Process Solutions)
* Cwucrtemsbl 1 cepuc 3gaHun (Building Solutions)

Yue6HbIi LEeHTp B * [lpombiwneHHaa 6e3onacHocTb (Industrial Safety)

ATbipay * HedTe- n rasonepepaboTka, HedpTexmmma (Honeywell UOP)

Honeywell
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[Mporpamma pa3BuTus TanaHToB

* 1 mapTta 2019 r. noannucaHo cornailueHue o
co3gaHuu LleHTtpa AsTomatunsaunm B KbTY

* [1na oby4eHna cTygeHToB Mo crneynansHOCTY
‘aBTOMaTM3auUna 1 yrnpasrieHne” n
NOBbILLIEHUS KBanMgukaummn ornepaTtopos,
NHXXEHEPOB-TEXHOOroB HedTerasoBbIX U
rOpHO-A00bLIBaOWMX KOMMAHUN.

* Hoeenwee NO n obopynosaHne Honeywell.

* Llenun - cHmxeHne owumbok onepaTopos,

yrnyJylleHne npon3BoacTBEHHOMU KAZAKH E JOIEE BRITISH
9 PEKTUBHOCTN N Be30NacHOCTH T B e B ¥ I & o 3
NPOMbILLMEHHbIX NPEaNPUATUN. UNIVERUSITY

Honeywell
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Hosoctu Honeywell Industrial Cybersecurity

Certificate / Certificat
Zertifikat / AHREE

* [NepBble B Mupe koHTponnepbl ControlEdge ™,
nonyuymswune ceptndukatol ISASecure® Embedded Device

Security Assurance (EDSA) Level 2

- http://lwww.isasecure.org/en-US/End-Users/ISASecure-
Certified-Devices

« OBOHOBEHMA NopTdensa peLlueHn Nno Kndepsaure

- KesanuduumposaHo pelweHne Carbon Black (koHTponb «b6enbix
CMNCKOB N CMEHHbIX HOCUTENEN)

CARBON

- Hoeaga Bepcua Secure Media Exchange E';ﬁ&ﬁ
- HoBas Bepcusa ICS Shield
- Hoeas Bepcusa Risk Manager R170
- Pacwmpenue ycnyr Cyber Vantage Managed Security Services 1S A~ .
(MSS)
d

Honeywell

Honeywell Confidential - © 2018 by Honeywell International Inc. All rights reserved.


http://www.isasecure.org/en-US/End-Users/ISASecure-Certified-Devices

Honeywell Industrial Cyber Security

JKcnepThbl No NMpoBepeHHbIN

besonacHocTU OnbIT paboThkl

* [nobanbHana KomaHaa
cepTMULMPOBAHHbLIX
crneunanucTos no
NPOMBILLINEHHOW De3onacHoOCTU

* 10+ onbiTa paboThl
* 1,000+ ycnellHbIX NPOEKTOB

* 300+ npamasn nogaepxka

* 100% pa3paboTka v noaaepxka npeanpuUATUI

Knbep-bHesonacHoCTU

* dupMeHHble MeTogonoruu

. I
3JKcnepThl B obnactu 1 MHCTPYMEHT

ynpasneHus TEXHONOMMYECKUMMU
npoueccamm Knbep-
be3onacHoCcTH

Honeywell Confidential - © 2018 by Honeywell International Inc. All rights reserved.

MHBEecTMUMN U
VHHOBaLUUN

* MiHBecTUUMK B
nuccnegoBaHus

* CTpaternyeckoe
NaTpPHEPCTBO C
NPOU3BOAUTENAMU B
MHOPMaLUNOHHON
BesonacHocTH

* CUcTeMa ynpaeneHus
PUCKOM

[epesoobpabortka
Honeywell



MopTdhenb peweHnn

¥npaenexwe
3ALNTON

JawmMTa oT
ETOPHEHHHA K
paseeqra yrpos3

JalWTa NPUNOKEHUIA
M KOHEYHLIX TOUek

MexceTeBble JEPaHbl

Honeywell DCSPCNSEM YonyruMS5  ICS Shield  Risk Manager ‘

ICS Shield
L
KASPERKYS E Honeywell e

KASPERjKYS Wﬁ \/ ] McAfee
Symantiec
@ checkpoint 'ttt ropNg ‘

Honeywell
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Ycnyrmn Ha 6a3e pekomeHpauum CIS

 CIS (Center for Internet Security, Inc.) aBnseTca HEKOMMepPYECKOnN opraHm3auunen, Kotopas
Ncnosnb3yeT BO3MOXHOCTU rnobansHoro NT-coobuwectsa Ansa 3awuTbl YacTHbIX U
0OLECTBEHHbIX OpraHM3auum oT Knbepyrpos.

* MexrocyoapCTBeHHbIN LeHTp obMeHa nHdopmaumen n aHanusa

* CIS-CAT Pro Assessor - A Deeper Dive

« May 21, 2019 at 11:30 am EDT

« CIS Benchmarks™ — Understand, implement, plan and get involved .
 May 23, 2019 at 1:30 pm EDT ;-

CIS Complianc

* YKkpenneHnue 3awmtbl (PCN Hardening) Bkntoyaer: e

[loMeHHble rpynnoBbie NOMUTUKM /\
- ®
OTKMIOYEHNE HE MCMONb3yeMbIX CEPBMCOB CIS® Center for Internet Security

OnpepeneHve npas nonb3oBaTenem

CIS Benchmarks (n3amepeHune ypoBHS 3alMLLEHHOCTN MO METPUKAM)
Honeywell
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https://cisecurity.webex.com/cisecurity/onstage/g.php?MTID=e8c5cc259768443d3ac83dbba07afafdf
https://cisecurity.webex.com/cisecurity/onstage/g.php?MTID=e4ec215b8c4f91c068ec619607d5780c1

Ycnyra Cyber Security HAZOP

* NccnepoBaHne csHAZOP moxeT 6bITb BhINOSTHEHO Ha ypoBHAX Level 1 v Level 2
« JkenepTbl Honeywell OT security HAZOP cnegytot ctaHgapty IEC 61882:2016 B yactu

METOA0N0rMn U NpUMeHeHna cneunanbHblix MHCTpymeHToB (HAZOP worksheet,
checklists, Amenaza Attack Tree modelling tool) npn nposegeHnn csHAZOP.

Honeywell Confidential - © 2018 by Honeywell International Inc. All rights reserved.

Conseguence Categories Increasing probability
1 2 3 4 5
z |5 B - . .
s z E e 1] Failure is not | Never heard of in] An accident has Has been Occurs several
2 5 s 8 5 expected the industry occurred in the | experienced by | times per year
? 7] 'i ©= industry most operators
i E <10° 10°- 10" 10*- 107 10°- 102 102-10"
T Massive effect
9 E Multiple fatalities Large damage area, >10
° > 100 BBL
3 Major effect
2 D Single fatality or Significant spill 1-10
E permanent disability |response,
b <100 BBL
c
r —— Localized effect
g C :La ézrnggury, b Spill response 01-1
Q <50 BBL
. Minor effect
Slightly injury, a few ;
B Non-compliance, 0.01-01
lost work days <5BBL
sy Slightly effect on the
A No o.r Sipariciel environment, <0.01
injuries <1BBL

Honeywell



Joint Industry Project (HopBerus)

« Section 1 General

 Section 2 Definitions and abbreviations
 Section 3 Concept phase

« Section 4 FEED phase

 Section 5 Project phase

 Section 6 Operations phase

« Section 7 References

* Appendix A Example of a cyber security
requirement specification Cyber security in the oil and gas industry

» Appendix B Detailed risk assessment based on IEC 62443
workflow
https://www.dnvqgl.com/oilgas/download/dnv
al-rp-g108-cyber-security-in-the-oil-and-gas-
Industry-based-on-IEC-62443.html

DNV-GL

RECOMMENDED PRACTICE

DNVGL-RP-G108 Edition September 2017

Honeywell
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https://www.dnvgl.com/oilgas/download/dnvgl-rp-g108-cyber-security-in-the-oil-and-gas-industry-based-on-IEC-62443.html

IEC 62443 (MexxgyHapoAHbIU CTaHAAPT)

[OCT P M3K 62443...
«CeTtn
KOMMYHWUKaLMOHHbIE
NPOMBbILLNEHHBIE.
3almLLEeHHOCTb
(knbepbesonacHoOCTb)
CETU U CUCTEMbI»

ISA-62443-1-3

ISA-TR62443-1-2 ISA-TR62443-1-4

ISA-62443-1-1

System security
compliance metrics

IACS security
lifecycle and use-case

Terminology,
concepts and models

Master glossary of
terms and abbreviations

(")
3 2 ISA-62443-2-1 ISA-TR62443-2-2 ISA-TR62443-2-3 ISA-62443-2-4
=
-g -8 Requirements for an Implementation guidance T — |”5t§"?t‘°” and
— IACS security for an IACS security : mamienance
3 8 management system management system the IACS environment requirements for IACS
S suppliers
og

ISA-TR62443-3-1 ISA-62443-3-2 ISA-62443-3-3

System security
requirements and
security levels

Security technologies
for IACS

Security levels for
zones and conduits

ISA-62443-4-1 ISA-62443-4-2

Technical security
requirements for IACS
components

Product development

requirements

Honeywell
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NIST SP 800-53 (US)

NIST Special Publication 800-53

Revision 4
» The fundamentals
- Multitiered risk management Security and Privacy Controls for
- Security control structure Federal Information Systems
- Security control baselines and Organizations

* The process
- Selecting security control baselines

- Tailoring baseline security controls NISI-

National Institute of 12|
Standards and Technology 3N
U.S. Department of Commerce 2

Honeywell
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Cybersecurity Capability Maturity Model (US)

Cc2M2
-

Practices have been further institutionalized and are now being

managed. Policies exist, the organization is fully risk aware and

periodic audits and reviews of all activities are in place to improve and
~ anticipate on new threats.

MIL3

\ A W |

L e EEEEE—
Practices are no longer performed irregular or ad hoc, performance of

MiL2 the practices is sustained over time and are well documented. Overall
performance is measured and documented.

\ : = ‘

e

Initial formal practices exist but may be performed in an ad hoc
manner, however they must be performed.

. ——— T ———
. eeeee———— )

MILO No formal practices exist

Honeywell
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P33 Ne187 O 6e3onacHocTn KUU (Poccus)

* B auBape 2018 roga B P® sctynun B cuny ®eneparbHbin 3aKoH OT 26
nions 2017 r. N 187-d3 «O 6e30nacHOCTN KPpUTUYECKOU

NHOopMaLMOHHON MHAPACTPYKTYpPbl Poccumnckon deagepaunmy

* [NpaBuna n kpuTepun kateropnpoaHmna oovektTos KN
(MocTaHoBneHue lNpasutenbctea PP ot 8 dpeBpans 2018 r. Ne127)

« TpeboBaHUs K co3gaHMio cucTeM Be30MacHOCTM 3HAYNMbIX OOBEKTOB
KN (Mpukasz PCTIK o1 21.12.2017 Ne235)

» TpeboBaHusi No obecne4veHnto 6e3onacHoCTU 3Ha4MMbIX 06bekToB KN
(Mpnkas PCTIK o1 25.12.2017 1. Ne 239)

Honeywell
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Networks and Information Systems Directive (EU)

* |Is aimed specifically at critical infrastructure, including:

- Operators of Essential Services (OESS) - e.g. oil, gas, energy, transportation, banking, water, food
and telecommunications

- Digital Service Providers (DSPs)

European Commission > Strategy > Digital Single Market »

Digital Single Market

The Digital Single Market strategy aims to open up digital opportunities for people and business and

enhance Europe's position as a world leader in the digital economy.

Honeywell

Honeywell Confidential - © 2018 by Honeywell International Inc. All rights reserved.



AKTyanbHble npobnembl UnppoBon 6e3onacHOCTU

‘0o 2020, 99% akcnnyaTupyemMblix yA3BMMOCTEN ByOyT COCTaBMATbL YK€ HE MEHEE OAHOro roga
N3BECTHbIE NpodeccnoHanam ysa3Bumoctn” *

* PekomeHayeMmble eNCTBUSA: YNop Ha BrokMpoBaHUe aTtak, UCMOMb3yHLWNX “U3BECTHbIE
YyA3BUMOCTUN"

‘1o 2020, TpeTb yCreLHbIX aTak Ha NpeanpusaTuaxX byayt NpuxoguTbCcs Ha TeHeBble (HE YYTEHHbIE)
pecypchbl IT” *

« PekomeHayemble OENCTBUS: OpraHM3aLUumy A0MKHbI MHBECTUPOBATL B CBOK CMIOCOOHOCTb
obHapyxuBaTb 1 cneauTb 3a UCMNONb30BaHMEM TEHEBLIX pecypcoB IT B nogpasaeneHusx

* Gartner Essentials: Top Security Predictions/SPAs 2016” John A. Wheeler, Gartner Security & Risk Management Summit, 13—16 June 2016 | National Harbor, MD

Honeywell
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PekomeHgaunn npoussoguTtens

* Yyactue Nnpon3BoanTesNd Ha BCEX 3Talax co3aaHnA

¢ o cuctemMbl besonacHoctn (Ch)

dopmupoBaHme TpedbosaHnun Cb (MogennpoBaHue yrpos,
aHanus puckos, cCSHAZOP)

[TpoekTpoBaHMe (MPUMEHEHNE NYyYLLUNX MPaKTUK U
peLeHnin Npon3BoanTens)

BHenpeHue (oueHka cootBeTcTBmA Chb nponssogutenem)
JKcnnyatauus nogaepXmBaemblX CUCTEM

= Mwurpaumm peluatoT npobnemMy He NogaepPKMBaEMbIX CUCTEM

= Cepsuc OT nponsBoguTens (0OHOBIEHUS, ayTCOPCUHT)
nogaepXXuBaeT CUCTEMbI B aKTyallbHOM COCTOSHUM

& - MNpakTnyeckaa NOAroToBKa Ka3axckux CneLnanvcTos B
obnacTtn kubepbesonacHocTu (HanpuMep B pamkax
CepBUCHOW MOLENN «BUPTYarlbHbIN

. NHXXEHEP/KOHCYNbTaHT No Knbepbe3onacHOCTNY)

Honeywell

Honeywell Confidential - © 2018 by Honeywell International Inc. All rights reserved.



Cnacubo 3a eHuMaHue

www.becybersecure.com

Honeywell
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