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.. Fvolving Threat Landscape

.+ 500k new malware are created and spread every day

+ 90% cyberattacks begin with a phishing email

. "«¢ 81% of breaches involve weak or stolen passwords

© 87% of senior managers admit to have accidentally leaked
business data

-+ 99 days in average from intrusion to detection

o $150M estimated cost per breach by 2020

« $8 trillion estimated cost of cybercrime to global economy
by 2022

e Lo S S £ « Emerge of Al and ML is changing the game in cybersecurity



£ EVEL OF SOPHISTICATION
SINCREASING

Hacking as a hobby

Hacking for financia
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’ , and the
security of machine learning and pattern

recognition systems Is not an exception®

-- Battista Biggio, University of Cagliari



Use of Al

and

protect people from
cyberattacks.

At the same time, Al

methods.




Microsoft Intelligent Security Graph
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Dedicated to enabling a safer digital world,
the DCU focuses on five specific prograrr

Online Cloud
Child Crime and
Exploitation Malware
Tech Global Nation-
Support Strategic State
Fraud Enforcement Actors




Digital Crimes Unit
Leading the fight against cybercrime

Protecting people, organizations and our cloud through
global disruptions and enforcement actions against
cybercriminals

Investigations, forensics and analytics
Machine learning, Al and data visualization
Public and private partnerships

Creative legal strategies
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;,‘,_ns and Malware Dlsrupt|on Operations
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Threats 30 - Days
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Malware and NG soft rate trends in Kazakhstan & Netherlands
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ChaHangeS to Kazakh companies & startups in building
digital economy and adopting Al




Digital Policy Recommendations
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www.linkedinlcom/in/piotrmarczuk




