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OUR DIGITAL WORLD 
TODAY
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WE ARE MOVING INTO A MORE 
INTERCONNECTED CYBERSPACE

6 billion Internet users by 2022 and 7.5 
billion Internet users by 2030
Source : Cybersecurity Ventures
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CONVERGENCE OF NEW TECHNOLOGIES INTO CYBER SPACE
- Add More Complexities 
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INDUSTRY 4.0 IS A SET OF RAPIDLY EVOLVING AND 
CONVERGING TECHNOLOGIES
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SECURITY CHALLENGES 
OF 4TH INDUSTRIAL 
REVOLUTION (4IR)
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TOP 5 RISKS IN 2019

Insurers' Survey 2019 Global Insights on Risk,
Enterprise Risk Management,

Willis Towers Watson Wire

Source : Allianz Global Corporate & Specialty

Source : World Economic Forum – Global Risks Report 2019

CYBER SECURITY REMAINS AMONG THE TOP 5 RISKS FOR 3 
YEARS
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MALAYSIA’S INDUSTRY 4.0 ISSUES & CHALLENGES

National Industry 4.0 Framework

Exposure to cyber threats 
with increased connectivity 

and new technologies 
especially IoT
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RISING TREND OF CYBER ATTACKS ON 
INDUSTRIAL SECTORS
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MORE CONNECTED DEVICES INTRODUCE  MORE VULNERABILITIES 
AND CYBER RISKS
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MALAYSIA’S CYBER 
SECURITY INITIATIVES

11
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Formulation and 
Coordination of Policy 

Implementation through 8 
Policy Thrusts

NATIONAL CYBER SECURITY 
POLICY

Law & Prosecution

L E G I S L A T I O N

Monitoring & 
Enforcement

E N F O R C E M E N T

AGCAGC

MDEC

MKNMKN

NACSANACSA

CSMCSM

MIMOSMIMOS

IHLs / RIIHLs / RI

KPDNKKKPDNKK

BNMBNM

PDRMPDRM

SSMSSM

MCMCMCMC

SCSC

Applied & operational 
research

R  &  D

Cyber Security Industry 
Development & Growth 

I N D U S T R Y  
D E V E L O P M E N T

CSMCSM CSM

CYBER SECURITY 
REFERENCE & 

SPECIALIST CENTRE

MCMC MITI

Operational research

Technical 
support

Advisory

Strategic / 
policy input

Technical support
Advisory

Technical support
Advisory

Technical support
Advisory

Driver/Facilitate

……
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CYBER SECURITY ECOSYSTEM IN MALAYSIA
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• Adoption of holistic approach that
identifies potential threats to organization
and impacts to the national security &
public well-being ; and

• To develop the nation to become cyber
resilience having the capability to
safeguard the interests of its stakeholders,
reputation, brand and value creating
activities.
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The cost to organizations comes at each stage 
of the incident response lifecycle —
detection, notification, responses, post-
incidents, and the cost of business losses.

ENSURING CONTINUITY OF BUSINESS OPERATION via ADAPTIVE SECURITY 
• To be more proactive, dynamic and integrated in cyber security approach

Attacks

Vulnera
bilities

Risks

Counter-
measures

Assets

Threats

Circle
of

Risks

materialized by exploit

expose to

mitigated byprotect

Compromised
by
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MALAYSIA’S CYBER SECURITY SERVICES
- via Proactive and Responsive Services 

15
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POLICY
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MALAYSIA’S CYBER DEFENCE INITIATIVES - NATIONAL CYBER 
SECURITY POLICY (NCSP)  

Banking & 
Finance

Energy

Government 
Service

Transportation

Health 
Services

Food &     
Agriculture

Information & 
Communication

Defense & 
Security

Water
Emergency 

Services

Critical National Information 
Infrastructure (CNII)

Thrust 1:

Effective 
Governance

Thrust 2:

Legislative & 
Regulatory 
Framework

Thrust 4:

Culture of Security 
& Capacity Building

Thrust 3:

Cyber Security 
Technology 
Framework

Thrust 7:

Cyber Security 
Emergency 
Readiness

Thrust 8:

International 
Cooperation

Thrust 6:

Compliance & 
Enforcement

Thrust 5:

R&D Towards Self 
Reliance

“Malaysia’s CNII shall be secure, resilient 
and self-reliant. Infused with a culture of 

security it will promote stability, social 
well being and wealth creation”

Vision

17
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ADDRESSING FUNDAMENTAL ASPECTS 
OF CYBER SECURITY
- In Machine-Machine Environment

National Cryptography 
Policy Approved by The 
Government In January 

2013

• Comprehensive applications of
cryptography in Government to
Government (G2G), Government to
Citizens (G2C), Government to Business
(G2B) and Business to Business (B2B)
activities towards ensuring a secure
and trusted cyber environment.
Cryptography also supports the
National Digital Economy and the
realization of the National
Transformation Agenda to transform
Malaysia into becoming an advanced
and high income nation
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CYBERSECURITY AMONG THE KEY ENABLERS OF IR 4.0

STRATEGY R3: 
Improve data integrity, 

standards, sharing security 
to facilitate seamless 

integration of value chains 
and support intra-

ministerial analysis to chart 
effective Industry 4.0 

programs
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TECHNOLOGY
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TRADITIONAL CYBER SECURITY APPROACH
- Not sufficient to deal with smart cyber threats

21

Traditional detection is not sufficient as most actions depend heavily on signatures and
known patterns - NOT effective to detect unique custom malware & new breed of cyber
attacks

Traditional Cyber Security

Defense in
Depth
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STRENGTHENING DETECTIVE CAPABILITIES THROUGH:
CyberDEF: FIRE EYE BEST CYBERSECURITY INNOVATION AWARD 2015

22

CyberD.E.F
• Detection
• Eradication
• Forensic
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CYBERDEF SATELLITE PROJECT
CSM-UTEM Coordinated Malware Eradication 
Remediation Research Project (CMERP)

23

CMERP’s mission is to address the computer security concerns of Malaysian
Internet users. Their objectives is to reduce the number of bot/malware infection
in Malaysia, provide proactive measure to safeguard and mitigate malware
infection.
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• CAMMUKA was launched 12 December 2017 in conjunction with Malaysia
Commercialization Year Summit 2017.

• CamMuka is a facial recognition technology system built using the
expertise of CyberSecurity Malaysia's research and development
conducted by the Digital Forensics Department in Biometric Technology.

24

2D/3D BIOMETIC FACIAL RECOGNITION 
TO ASSIST LAW ENFORCEMENT
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CASE STUDIES: 2D/3D BIOMETIC FACIAL RECOGNITION TO ASSIST LAW 
ENFORCEMENT

25
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CyberSecurity 
Malaysia Roles 
Regarding 
Smart Cities

Vulnerability Assessment And Penetration Testing 
(VAPT) services on:

 Perbadanan Putrajaya (PPJ) covers on Smart 
City Security Testing

 Universiti Kebangsaan Malaysia Medical 
Centre (UKMMC) covers on Medical Devices 
Security Testing

26
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PERBADANAN PUTRAJAYA FOR VULNERABILITY ASSESSMENT 
AND PENETRATION TESTING 

ON SMART CITY
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VULNERABILITY ASSESSMENT AND PENETRATION TESTING SERVICES
UNIVERSITI KEBANGSAAN MALAYSIA MEDICAL CENTER (UKMMC)

28
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IOT SECURITY 
LABORATORY

29

CyberSecurity Malaysia recognizes the 
importance of having vulnerability assessment 
laboratories for critical information systems 
and technologies. The laboratory (test bed) 
will conduct assessments, identify common 
and potential vulnerabilities and investigate 
mitigation approaches. 

IoT Security laboratory where vulnerabilities 
are simulated and hardening steps tested.

IOT testbed
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• Staying Ahead Through Innovative & Effective Capacity 
Building Programs

To Identify Technologies 
That Are Relevant and 
Desirable by the CNII

To Promote Collaboration 
with International 

Center's of Excellence

To Provide Domain 
Competency 
Development 

30

PARTNERSHIP IN CYBERSECURITY R&D ACTIVITIES
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PROCESS



NATIONAL CYBER CRISIS DRILL
(X-MAYA)

CYBER SECURITY EMERGENCY READINESS
- National Cyber Drill (X-Maya) 

32



COMPLYING TO INTERNATIONAL STANDARD & PROCESSES: 
- Common Criteria ISO/IEC 15048 , ISMS ISO/IEC 27001, IS0 17025 etc

CyberSecurity Malaysia Malaysian 
Security Evaluation Facility (MySEF)

Digital Forensic 
Laboratories has been 
recognized by ASCLD/LAB 
as the first organization in 
Asia Pacific to receive 
ASCLD/LAB-International 
accreditation in the field 
of Computer & 
Multimedia Discipline
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To act as a catalyst in driving innovation and growth for the cyber security
industry.

To gather industry experts and communities on the latest cyber security trends

To inculcate cyber security culture and awareness at national level.

To showcase trade and investment opportunities by assisting and allowing
industry players to promote their products and services.

PARTNERSHIP PROCESS AT THE DOMESTIC LEVEL

Cyber Security Malaysia – Awards, Conference & Exhibition (CSM-ACE) is a 
public-private-academia partnership driven event



CSM-ACE 2019

CYBER SECURITY MALAYSIA AWARDS, CONFERENCE & EXHIBITION (CSM-ACE) 2019
23 - 27 September 2019 | Kuala Lumpur, Malaysia

The biggest cyber security industry event in Malaysia and the only 4-in-1 cyber security event in the region. 

A public-private-partnership driven event and a knowledge sharing platform that recognizes contribution of individuals and 
organizations in the field of cyber security. 

OPENING & KEYNOTE
- 4 Keynotes Session

CYBER COLLOQUIUM
- Collaboration Program with Universities

GLOBAL ACE CERTIFIED TRAINING PROGRAMS
- 9 Certified Professional Training
- HRDF Claimable

CONFERENCE
- Management & Technical Track
- International Speakers
- Talking Slot Opportunities

BUSINESS OPPORTUNITIES
- Tech Talk Seminar by Partners
- B2B Session
- Networking Event

IT SECURITY EXHIBITION
- More than 40 Exhibitors
- 3 Days Exhibitions
- Business Matching

MALAYSIA CYBER SECURITY AWARDS 2018
- 7 Cyber Security Award

SATELITE EVENT
- NICTSED 2019
- Various Event by Partners

ASIA TOP 5 CONFERENCE
/Source : https://infosec-conferences.com/events/cybersecurity-conferences-asia

http://www.csm-ace.my/
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INFORMATION 
SECURITY 

MANAGEMENT

CAPABILITY & 
CAPACITY 

DEVELOPMENT

Information Security Management System (ISMS) Guidance Series

Cyber Security Professional Training & Certification

MONITORING, 
CONTROL & 
RESPONSE

ASSESSMENTS & 
RECTIFICATIONS

Backdoor 
Cleaning Rectifications

Establish ISMS Risk Management Support Review & 
Improvement

Vulnerability 
Assessment Penetration Test

Information Security 
Management Track 

Computer 
Emergency 

Response Track

Digital Forensic 
Track

CSIRT Setup DF First Responder Data Leakage 
Prevention

Information 
Security 

Certification

CYBERSECURITY MALAYSIA STRUCTURED 
SERVICES
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PROCESS: INFORMATION SHARING IN COMBATING CYBER 
CRIME
- Minimizing Risks of Cyber Attacks
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PEOPLE



O BJECTIVESO BJECTIVES

4

To nurture cyber security 
knowledge groups and/or 

individuals that are resilient 
to cyber security incidents

To nurture cyber security 
practitioners that are 

technically capable and 
proficient in the operation;

To nurture cyber security 

security initiatives

To nurture cyber security 
professionals that are 

capable in strategizing, 
planning and executing cyber 

security initiatives

CYBER SECURITY CAPACITY BUILDING FRAMEWORK

39

Global ACE Scheme
https://www.cybereducationscheme.org

Cyberguru
https://www.cyberguru.my

Cybersafe
https://www.cybersafe.my
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To create world class competent work-force in cyber 
security and promote  the development of cyber security 

professional programmes within the region

To create world class competent work-force in cyber 
security and promote  the development of cyber security 

professional programmes within the region

G O A LG O A L

40

To establish a professional 
certification programme that is 

recognized globally

1 To provide cyber security professionals 
with the right knowledge, skills, attitude 

(KSA) and experience

3
To promote the development of 

cyber security certified programmes 
globally

3 To ensure accredited personnel 
has been independently assessed,

committed to a consistent and 
high quality service level

4

O B J E C T I V E SO B J E C T I V E S
2

GLOBAL ACE SCHEME GOAL & OBJECTIVES

A large-scale systematic plan of actions & arrangements to establish the certification plans for Cyber 
Security Professional in collaboration with government agencies, industry partners and Higher 

Learning Institutions (IHLs)

The Scheme is developed in tandem with international standards of ISO/IEC 9000 on processes, 
ISO/IEC 17024 on people certifications and ISO/IEC 27001 on security management

A large-scale systematic plan of actions & arrangements to establish the certification plans for Cyber 
Security Professional in collaboration with government agencies, industry partners and Higher 

Learning Institutions (IHLs)

The Scheme is developed in tandem with international standards of ISO/IEC 9000 on processes, 
ISO/IEC 17024 on people certifications and ISO/IEC 27001 on security management



PARTNERSHIP IN PRODUCING MORE CYBER SECURITY 
TALENTS WITH THE LOCAL UNIVERSITIES – EDUCATION PROGRAM

• Universities & Higher Learning Institutions
 The National University of Malaysia
 Ministry of Education 

 Department of Polytechnic Education
 Department Of Community College Education

 International Islamic University Malaysia (IIUM)
 Universiti Tunku Abdul Rahman (UTAR)
 University of Kuala Lumpur (UniKL)
 University Putra Malaysia (UPM)
 Multimedia University (MMU)
 University Teknikal Malaysia Melaka (UTeM) etc

41
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OUTREACH
• CyberSAFE launched YAB Deputy Prime Minister 

• Reached out to  more than 34,000 students, teachers, adults  and more than 190 schools / organisations

• Awareness program referred to by Australian Communications and Media Authority 

Made it a priority to provide those on the frontlines

with the information, tools and resources necessary

to increase the national awareness level on the

importance of cyber security.

Culture of digital 
citizenship among 

the masses from all 
occupations and 

lifestyles

Inculcate cyber 
security 

awareness 

Help foster a 
safer digital 

world

Outreach 
Program
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• As cyber threats become more diverse,  persistent and 
sophisticated; there is a need for  bi-lateral & multi-
stakeholders partnership  in cyber security capacity 
building to formulate a framework for the creation of a 
competent cybersecurity workforce both at  national and 
regional levels

43

MALAYSIA’S APPROACH IN CAPACITY BUILDING 
THROUGH BILATERAL & MULTI LATERAL PARTNERSHIP
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CYBER RANGE 
MALAYSIA

• Cyber Range Malaysia was launched at

International Islamic University Malaysia

(IIUM), Gombak, Selangor on 8th September

2016.

• Cyber Range Malaysia was developed to

provide research program and practical

training (hands-on) as well as simulation to

prepare for cyber attacks. Through Cyber

Range Malaysia, organizations can now utilize

international standards infrastructure for

cyber-attacks simulation to improve their

cyber defense capabilities.
44
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POTENTIAL CYBER SECURITY TALENT DEVELOPMENT 

• It’s an information security
competition organized by
CyberSecurity Malaysia in
collaboration with Standard
Chartered Bank and Asia Pacific
University.

• In search for the top new and highly
potential cyber security talents and
promoting cyber security culture
among young generation.

• Promote the culture of being
protective (defensive) and
responsible in a cyber space.

• Spread global security awareness
and provide exposure to
undergraduate students about
entrepreneurship career and
professionalism in lucrative cyber
security industry.

45
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PARTNERSHIP TO 
DEVELOP MORE 
CYBER SECURITY 
PROFESSIONALS

46



Copyright © 2019 CyberSecurity Malaysia

CSM SERVICES ACROSS CYBER SECURITY DOMAIN & LIFECYCLE

PREDICT IDENTIFY PROTECT DETECT RESPOND RECOVER REVIEW

Evidence 
Preservation 

Digital 
Forensics 

Data 
Recovery

Expert 
Development 

Lab

Digital 
Forensics Lab 

Quality 
Management 

Incident 
Handling

Malware 
Research 

Centre

Cyber Early 
Warning

Technical 
Coordination 

Centre

On-site 
Investigation 

Support

People 
Certification

Process 
Certification

Product 
Certification

Business 
Continuity 

Management

ISMS

Standard 
Development

Best 
Practices

Assessment

Evaluation 

Crypto 
Conformance 

Evaluation

Crypto 
Analysis 

Crypto 
Evaluation

Training 
Services

Cyber Security 
Program 

Development

Global 
Accredited 

Cybersecurity 
Education 

(ACE) Scheme

CyberSAFE

Policy & 
Advisories

Cyber 
Security 
Strategic 
Studies

MyCyber
Security Clinic 

(MyCSC)

Cybersecurity 
Collaboration 

Program

Industry 
Engagement

Government 
Engagement

International 
Engagement

Information 
Security 

Guidance 
Series

Cyber 
Security 

Assistance

CYBER SECURITY 
RESPONSIVE SERVICES CYBER SECURITY PROACTIVE SERVICES

OUTREACH & CAPACITY 
BUILDING

STRATEGIC RESEARCH & 
ENGAGEMENT
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COUNTRY        GCI SCORE       LEGAL      TECHNICAL   ORGANIZATIONAL 
CAPACITY
BUILDING COOPERATION

MALAYSIA’S ACHIEVEMENT IN THE I.T.U GLOBAL CYBER SECURITY INDEX 
2017 – 8th in Top 10 Global Ranking and 2nd in Top 3 in Asia Pacific
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CONCLUSION AND WAY FORWARD

49

 4IR presents a tremendous opportunity for economic growth, sustainability,
and social improvement but they can’t just be sophisticated but they also
need to be safe.

 A proactive and comprehensive measures to address evolving cyber
threats in 4IR era by:

 Having a cyber security protection that is dynamic, holistic, innovative and

adaptive with a flexible, intelligent strategy to counter the advanced cyber

attacks;

 Strengthening domestic and global cyber security through inter-agency

cooperation and Public-Private Partnership;

 Being prepared is the key to prevent bigger cyber security problems in the

era of 4IR.
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